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< Christian Hilmersson
< Consultant at Callista Enterprise

<= Work for Stockholms Lans Landsting as an architect
and sub team lead mainly in the projects Journal pa
Natet and Mina vardfloden

<= Recent involvements: Health innovation platform, AP]
Gateway, Form engine, Subscription service for
HalsaForMig, Aggregating Services in the National
Service Platform NTjP
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HIP Collaboration

<= My Healthcare Flows
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< Stockholms Lans Landsting Stockholms lin
= VINNOVA

, : 4 Karolinska
< Karolinska Institutet % g Institutet

< And more...
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A platform for innovation
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<= A set of tools and re-usable services
<= Easily accessible documentation

< Opens up for new actors and markets

< Aim to drive innovation




HIP is a work in progress

<= APIs not yet available in production

<+ Development environment
<= BETA/Early access for Health hack day
< Both static and dynamic mock services

< Comments and remarks from the community
are welcome and encouraged!




Three categories of APIs

<= Open data APIs (HIP)

< Patient bound data APIs for third parties
(HIP)

<= Healthcare internal APIs (NTjP)

<= HIP makes two categories available for
third party developers




Open data APIs

< Serves public data

< Available without authentication/authorization

<= E.g. Information from the HSA catalog

APIs for public data

HSA information National Patient Survey = My Healthcare Contacts
Electronic directory containing Healthcare providers within Patients’ contacts with local family
contact information for clinical primary care are monitored doctors and GP receptions.

units and functions within Swedish ~ annually via questionnaires sent Including for example, visit dates,
municipalities, county councilsand  out to a selection of their patients.  type of contact, patient age and
private healthcare providers. gender.
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Patient bound data APlIs
for third parties

<= Services bound to a certain citizen, e.g. appointment scheduling etc
<= Permission needs to be granted by the citizen

<= Solved using OAuth 2.0 in the APl Gateway

An open protocol to allow secure authorization in a simple and

standard method from web, mobile and desktop applications.
Read the OAuth 2 specification »

The OAuth 2.0 authorization framework enables a third-party
application to obtain limited access to an HTTP service.

¢

< Strong authentication of citizens and API clients
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OAuth 2.0

< Possible to delegate authorization using tokens
< |.e. without giving out a password
<= Twitter, Facebook, Google et.c.
<= Possible for the citizen to be anonymous in some cases
<= E.g. using an alias in the third party app
< But still authenticated as him/herself against the APIs

<= Generates a non-identifiable token representing the citizen’s
authorization
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Roles & Infrastructure

Healthcare i
system
services

Resource Natio.nal
Server (API Service

) Platform
3rd party
client esid idlno —>
application
@ Token®xyz

User  donald_duck Token} .
L Resident id no :

Authorization
Server

Resource
Owner > éi§5
Agda Andersson 20121212-1212 l'
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<= http://www.healthinnovationplatform.se



http://www.healthinnovationplatform.se

Form engine

<= Back-end for form management

N
Ge®

A

itizen services available through APIs

2T

http://healthinnovationplatform.se/utvecklare/rest—api/)

<= GUI for care givers to create form
templates (http://formengine.healthinnovationplatform.se)



http://healthinnovationplatform.se/utvecklare/rest-api/
http://formengine.healthinnovationplatform.se

Commumcatlon between
patients and care givers
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Care givers create forms and send them
electronically to patients

Patients complete forms in their
computers, tablets or smartphones

The care giver can import the patients’
answers directly to their health care
systems
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The form templates are
created by the care givers

FORMULARTJANST

@ SKAPA STARTSIDA BYGG @ TACKSIDA @ SLUTFOR ?

= Objekt Instaliningar
Halsodeklaration
Fragerubrik @
B Hur mycket?
Levnadsvanor
Frigetext @
Réker du
Ja
Nej
KT: RADIOKNAPPA aB Fragan &r obligatorisk @
Hur mycket? - Foljdfraga till Roker du
Svarsalternativ @

1.5 cigaretter/dag
6-10 cigaretter/dag 1-5 cigaretter/dag
mer iin 10 cigaretter/dag 6-10 énga'ezte','d:ag

mer in 10 cigaretter/dag

Féljdiraga till @

“

Réker du

Ja v
Nej




S A

In development on API
gateway
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<= The form service is available in a
development environment on API
gateway

< It is possible to create and use own form
templates

< Forms can be created and completed via
APIl’s from own applications
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Demo

FORMULARTJANST

a7
Valkommen till Formulartjansten |

Hiir kan du skapa formulir. Formuliren skapas och skickas ut elektroniskt och besvaras anonymt i mobil, lasplatta |
eller via dator. Du kan villja att utgd fran ett befintlig formulir eller skapa ett nynt frén bérjan 11

Namn a Typ av formulir Status il
Valformular Test Utkast 1

Halsodeklaration Test Klar f6r utskick


http://88.80.172.27/#/formtemplates

L inks

http://healthinnovationplatform.se

Form service
http:/formengine.healthinnovationplatform.se

Tutorial on patient bound APIs
https://github.com/chilmers/cadec-healthcare-api-tutorial

OAuth 2.0

http://oauth.net/2
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