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REST won

(at least outside the firewall)

Protocol Usage by APIs

B REST (74%)

[ SOAP (16%)

[ JavaScript (5%)
[J XML-RPC (2%)
] Atom (1%)

Programmableweb.com 01/17/11

Out of 2724 public APIs
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Client-server
Short lived requests
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The Justin Bieber use case

@ justinbieber | Close » ‘

Justin Bieber

on the MY WORLD TOUR!!!
http: / /www.youtube.com/justi...

www.bieberfever.com - MY WORLDS ACOUSTIC is out
now with the new video for PRAY...and less than 5 WE...

1 P Y

6,867 tweets 104,031 follo... 6,749,518 foll...

De Niro is the man m
Halle Berry was at my table. #badass

Congrats @lordbieber and @scooterbraun
- 0g stej

Congrats @lordbieber and @scooterbraun
- 0g stej

@scooterbraun almost missed the golden
globes with me because he wouldn't come
until the jets game was over. | respect that.
#realfan
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Polling (sometimes) sucks
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Or, it really sucks

= Chat

Search, add, or invite

@ Niklas Gustavsson
Set status here

@ Emmanuel LZchamy
@ johannescarien
@ Marco
@Inera
@ protocol7
© Par Wenaker
<@ bemdf
Auto Status (idle)
@ David Latomre
@ johan.edling
Magnus

On Mobile

' Stephan
Horsepower is how fa..
Options v Add contact
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Enter real time web
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What about messaging, WS-Notification

and all that great stuff?
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Streaming

(Comet, Twitter, websockets)
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GET /stream HTTP/1.1

/

HTTP /1.1 200 OK
{"text" : "OMG Bieber!!1!" }
{"text" : "Bieber rocks" }

{"text" : "I'm a belieber" }
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Websockets

~Stream Content

2T /pubsub-1.0-SKAPSNOT/wa?topic~httpi3AN2ri2ratrean. twitter.comi2ris2rstatusesi2riilter., json¥23bieber NT72/1.1
pgrade: WebSocket

onnection: Upgrade

ost: localhost:8080

rigin: http://localhost:8080

ec-WebSocket-Keyl: 8X Q Nn0 FOudgss 9 4 X5 0 4~

ec-WebSocket-Key2: 3 «1k8y5981858

cesesss BETTP/1.1 101 WebSocket Protocol Handshake

jpgrade: WebSocket

onnection: Upgrade

ec-WebSocket-Origin: http://localhost:8080

ec-WebSocket-Location: ws://localhost:8080/pubsub-1.0-SKEAPSHOT /wa?topic=httpi3AN2ri2rstrean. twitter.coni2ris2rstatusess
Ffilter.json%23bieber

A 1 e 2o
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Transparent Proxies: Threat or Menace?

Lin-Shung Huang, Eric Y. Chen, Adam Barth, Eric Rescorla, and Collin Jackson

Abstract—Browsers limit how web sites can access the network.
Historically, the web platform has limited web sites to HTTP,
but HTTP is ineflicient for a number of applications—including
chat and multiplayer games—Tfor which raw socket access is more
appropriate, Java, Flash Player, and HTMLS provide socket APIs
to web sites, but we discover and experimentally verify attacks
that exploit the interaction between these APIs and transparent
proxies. Our attacks poison the proxy's cache, causing all clients
of the proxy to receive malicious content supplied by the attacker.
We then propose a revised version of the HTMLS WebSocket
handshake that resists these (and other) attacks,

I. INTRODUCTION

Browsers restrict how web applications can interact with
the network bv enforcing a number of security invariants on

browsers, the protocols themselves have seen only modest
amounts of security analysis. Recently, these protocols were
shown to be vulnerable to DNS rebinding attacks [1], whereby
the consent was scoped to a host name rather than an [P
address, letting the attacker transfer his or her consent to
another network endpoint.

We show that both of these consent protocols are vulnerable
to attack in some network configurations. In particular, consider
a network scenario in which the user connects to the Internet via
a transparent proxy and a firewall, as is common in enterprise
networks. The transparent proxy intercepts outbound HTTP
requests, perhaps to monitor employee network access or to
enforce a security policy, and the firewall prevents miscreants
on the Internet from accescine the internal network

http://www.adambarth.com/experimental/websocket.pdf
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Webhooks

The Hollywood principle
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POST /questions HTTP/1.1
{ "question" : "Meaning of life...",
"callback" : "http://whitemicehq.com/answers" }

/

Vs

B

POST /answers HTTP/1.1
{ "answer" : 42 }
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PubSubHubbub
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Publisher
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Subscriber

B
oS
=
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Subscriber
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Hub <link>
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XMPP

(aka Jabber)
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firewall?

monitoring
information

v Y
C PubSubHubbubAPI ) ( XMPP API )

http://superfeedr.com/documentation
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Case: distributing content
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Open source
http://code.google.com/p/oppna-program-pubsub-service
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The players
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http://dev.twitter.com/pages/streaming_api

http://wiki.webhooks.org/

http://xmpp.org/ http://s4.io/

http://code.google.com/p/pubsubhubbub/
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