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AGENDA

• Legal stuff 
- The briefest GDPR walkthrough ever 
- 20 months with GDPR - what has happened? 
- GDPR in ML, tips and tricks 
- GDPR requirement: explaining automated decisions 

• The fun stuff 
- Explaining an automated decision



WHY?



GONE IN 60 SECONDS
GDPR



GDPR, WHAT IS IT?

• EU regulation in effect since May 2018 
• Regulates use of personal data



GDPR TERMINOLOGY

• Personal data (“personuppgift”) 

- Special categories 

• Processing (“personuppgiftsbehandling”) 

• Controller (“personuppgiftsansvarig”)



GDPR, GENERAL PRINCIPLES

• Lawful and transparent 

• Accurate and fair 

• Minimisation 

• Purpose limitation 

• Privacy by design and default



GDPR SO FAR



GDPR EFFECTS

Before

Source: https://imgflip.com/i/2au4ju

After



ON A MORE SERIOUS NOTE

• ≥189 GDPR fines to date (enforcementtracker.com, 2020-01-23) 
- Most common reasons for fines 
» Insufficient legal basis for data processing 
» Insufficient technical and organisational measures to ensure information security 
» Insufficient fulfilment of data subjects rights 
» Non-compliance with general data processing principles 

- 2 Swedish cases, 1 regarding facial recognition 

- No ML specific fines



GDPR IN ML
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TRAINING DATA

• Federated Learning 
- In essence: no need to collect training data 

• Matrix Capsules 
- Special type of CNN. Reduced need for training data 

• Generative Adversarial Networks (GAN)/Variational autoencoders (VAE) 
- Generates training data -  reduces need for actual data



TRAIN

• Differential Privacy 
- Adding noise to algorithm 

• Transfer Learning 
- Reduce need for training data 

• Homomorphic encryption 
- Run algorithm on encrypted data



HOMOMORPHIC ENCRYPTION

Source: https://en.wikipedia.org/wiki/Homomorphic_encryption



VALIDATE RESULT
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IMPLEMENT

• Solely automated decisions of significant effect banned (Article 22) 
- Some exceptions mentioned 
- Almost full ban regarding special categories personal data 

• If allowed: 
- Individual’s right to information (Article 13-14) 
- Individual’s right to explanation? (Article 22)



ARTICLE 22

• Contains safeguards against automated decision making 
- Right to express views 
- Right to contest decision 
- Obtaining human intervention



A RIGHT TO EXPLANATION?

• No? 
- Not explicitly stated in GDPR articles 
- No court rulings 

• Yes? 
- No court rulings 
- Recital 71 
- Implicit in Article 22



LÄNKLISTA - GDPR

• Riktlinjer om automatiserat beslutsfattande: 
https://www.datainspektionen.se/globalassets/dokument/riktlinjer-om-
automatiserat-individuellt-beslutsfattande-och-profilering.pdf 

• SOU 2018:25 - Juridik som stöd för förvaltningens digitalisering (ffa kap. 
7.6) 
https://www.regeringen.se/rattsliga-dokument/statens-offentliga-utredningar/
2018/03/sou-201825/ 

• Differential privacy and PATE: http://www.cleverhans.io/privacy/2018/04/29/
privacy-and-machine-learning.html 

• Variational autoencoders: https://towardsdatascience.com/understanding-
variational-autoencoders-vaes-f70510919f73 

• Generative Adversarial Networks: https://towardsdatascience.com/
understanding-generative-adversarial-networks-gans-cd6e4651a29
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WHY DO WE CARE ABOUT DEEP MODELS?

• Fantastic machines with super 
human accuracy 

• Easily accessible 

• For simpler models it is mildly 
intuitive what is going on 

• For complex models, including 
DeepLearning, it is not 
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• GDPR article 22
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THE NEED FOR EXPLANATION

• GDPR article 22 

• Not everything is GDPR 

• Business acceptance 

• Model improvement



LINEAR MODEL - CREDIT APROVAL EXAMPLE

w0Age + w1Income − w2Debt
> 0 ⇒ Yes

< 0 ⇒ No



TRAIN THE MODEL ON HISTORICAL DATA



LINEAR MODEL - PREDICTER, TRAINED MODEL

x2

x1 y

x0

sign(s)

∈ {−1,1}

12

0,7
-162,8

12Age+0,7Income−162,8Debt = − 245, No



COMPLEX PROBLEMS - COMPLEX MODELS

• What is this? 
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COMPLEX PROBLEMS - COMPLEX MODELS

• What is this? 

• Image classification problem 

• What are the features? 

• Hard to describe mathematically… 
 



COMPLEX PROBLEMS

• Lets try a pre-trained Deep Learning 
state-of-the-art model, freely 
available on internet, and trained on 
1,2 million images in 1000 categories!



NINE LINES OF CODE
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COMPLEX MODELS

• Simple to classify with a canned deep 
learning model. 

• But why is this a Golden Retriever?



COMPLEX MODELS - VGG16

• VGG16 is a Convolutional Neural 
Network (CNN) 

• 1000 categories 

• Inputs: 224x224x3 = 150528 

• Trainable weights: 138357544

x150528

. . .

VGG16

x1

x2

x3

y ∈ {1..1000}ℕ

3

224
224



COMPLEX MODELS - CONCEPTUAL NEURAL NETWORK
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COMPLEX MODELS - VGG16



COMPLEX MODELS - CONVOLUTIONS

• Applying  a learnable filter (or kernel) on a part of the image and then 
moving it around generating a map of the effect of the filter.



COMPLEX MODELS - VGG16



FEATURE VISUALISATION



EXPLANATION MODELS

• The best explanation model is the 
model itself … 

• … but in the complex case that is not 
possible and thus we need a separate 
explanation model ?



EXPLANATION MODELS

• The best explanation model is the 
model itself … 

• … but in the complex case that is not 
possible and thus we need a separate 
explanation model 

• Additive Feature Attribution
!



ADDITIVE FEATURE ATTRIBUTION

• Local explainability



ADDITIVE FEATURE ATTRIBUTION

• Local explainability 

• Local explanation model 
g(z′ ) = ϕ0 +

M

∑
i=1

ϕiz′ i



ADDITIVE FEATURE ATTRIBUTION

• Local explainability 

• Local explanation model 

• Simplified input



ADDITIVE FEATURE ATTRIBUTION

• Local explainability 

• Local explanation model 

• Simplified input 

• Shapley Values



SHAPLEY VALUES



SHAP - SHAPELY ADDITIVE EXPLANATIONS

• Method proposed by Scott Lundberg 
& Su-In Lee in 2017 

• Theoretically correct 

• General, works for all models 

• Best model so far … 



SHAP

• SHapely Additive exPlanations 

• Naive implementation slow,  

• Python lib from the authors 

• Optimized SHAP explainers for 
different model types

O(2m)



SHAP - GRADIENT EXPLAINER
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SHAP EXPLAINATION
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SHAP EXPLAINATION



THE SO CALLED “SLUTKLÄMM”

• Complex models need explanations 
for several reasons 

• The field of Interpretability and 
Explainability is still evolving 

• SHAP seems to be the best method 
right now, try it!



CRED

• Marko Cotra, How well do you know your model?  
- GAIA presentation: https://www.youtube.com/watch?v=-PkDvqkyNVI 

• SHAP 
- Code: https://github.com/slundberg/shap 
- Paper: http://papers.nips.cc/paper/7062-a-unified-approach-to-interpreting-model-

predictions.pdf 
• Article in SvD:  
- https://www.svd.se/obehorig-algoritm-tar-beslut-i-socialtjansten 

• TensorFlow and Keras 
- Docs: https://www.tensorflow.org/ 

• GAIA 2020 
- Conference: https://www.gaia.fish/conf



REKLAM


