SECURE APPS WITH OAUTH
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 Best Current Practice anno 2020 for securing Apps® with OAuth/OIDC
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IINTRO : WHAT IS OAUTH (2.0)?
« RFC 6749 - Internet Engineering Task Force (IETF)

o An extensible framework for Access Delegation

» the one that controls a resource grants access to a software application to do
something with that resource on their behalt”

- Is not for authentication

- Does not define authorization per se (as in access control) - specifies the delegation
of authorization information

OAUTH 2.0
O O O O O O O O
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IINTRO: BACKGROUND - PRIMARY USE CASE

Are your friends already on Facebook?

I W I Gmail
‘Ourt

9! Yahoo!

[' Windows Live Hotmail

] oOther Email Service

BB AUTH (YAHOO)
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SHARING SUB
ET. AL.
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IINTRO

e OpenlD Connect - OIDC
- A simple identity layer on top of OAuth

- Built on the process flows of OAuth with some extensions
added for authentication

OAuth 2.0

- Adds standard vocabulary (i.e. parameters) and endpoints

- User identity is encoded in an "ID Token" HTTP

BB AUTH (YAHOO)
DIRECT

PASSWORD CGOOGLE AUTH OAUTH 1.0 OAUTH 2.0 OIDC 1.0
SHARING SUB
ET. AL.
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2005 2007 2010 2012 2014 2015 2017 2019
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|APPLICABILITY - WHEN USE IT?

o HT'TP and user-agent centric
 Developed for apps and APIs
- Also for first-party apps

o A very god fit for distributed apps (Mini/Micro Services)
- Centralized Identity and Access Mgmt (IAM)
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ITECHNOLOGY OVERVIEW

OAuth

OIDC

Direct Password Sharing
ID Token

Authorization

Authentication

Delegated Authorization
Access Token

Refresh Token

Resource Owner
Resource Server

Auth. Server

OpenlID Provider (OP)
Client

Relying Party (RP)

Public vs Confidential Client
Client Id

Client Registration

Grant Types
Authorization Code Flow
Authorization Code

Implicit Flow
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o Front channel

« Backchannel

« Redirect

. JWT

e Signature Validation

o Claims

« Opaque Token

e Reference Token

o First-party authorization
e Third-party authorization
o Client Impersonation

« Token Interception

« Auth Cookie

« CORS

« PKCE

« SHA256

Code Challenge

e State parameter

o Nonce
« Social Login
« MFA

« Token Replay

Client Credentials Flow
Custom URI Scheme
User Store

User-Info Endpoint
Subject Identifier

Same Site Cookies

HTTP Only Cookies
Sender Constrained Tokens
CSRF

Poached easter eggs

XSS

Replay Attack

TLS

m T LS

Token Leakage

ALG claim

Signature

Well known URI endpoint
SSO

Device Flow

Resource Owner Password Flow

Refresh Token Flow



ITECHNOLOGY OVERVIEW - SCOPE, CONSENTS & TOKENS

“" J UU T Debugger Libraries Introduction Ask Get a T-shirt! Craftedby § 9 AuthO
’.\‘ o

Warning: JWTs are credentials, which can grant access to resources. Be careful where you paste them! We do not record tokens, all validation and debugging is done on the client side

Google OAuth 2.0 Playground
begar atkomst till ditt Google-

e Consent

andreas.tell@callistaenterprise.se

Encoded
Detta ger Google OAuth 2.0 Playground

° I Okens behorighet att: eyJhbGCci0iJIUZITINIISINRSCCI6IKPXVCJY . ey
zdW 1 ""':‘l“\v Y30Dkw W1lD tZ € K[

¥ visa och ladda ned dina kontakter @ aRG iwiaWFOIioxNTE2MiM5MDIVEQ.

Forsakra dig om att du litar pa Google OAuth 2.0
Playground
- CCCSS 1 0OKCI

Du kanske delar kansliga uppgifter med denna webbplats
eller app. Om du vill veta mer om hur Google OAuth 2.0
Playground hanterar din data kan du lasa appens
anvandarvillkor och sekretesspolicyer. Du kan alltid visa

- ID Token (OIDC) S
- Refresh Token
- Limited lifespan

- Opaque vs. self-contained

OAuth Authorization Server Access Token Resource (API)

CALLISTA HTTPS://WWW.OKTA.COM/RESOURCES/OKTANE-CONTENT/DEVELOPER/




ITECHNOLOGY OVERVIEW - OAUTH2 ROLES/ACTORS

"/ I ———
Authenticates —— E

Authorization
Server

Validates

Utilizes— o

N\

Client J Resource Server
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ITECHNOLOGY OVERVIEW - GRANT TYPES A.K.A "AUTH FLOWS"
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ITECHNOLOGY OVERVIEW - IMPLICIT GRANT FLOW
CLIENT <helloworld.com>

GET https://accounts.google.com/o/oauth2/v2/auth

Send greetings to all your client 1d=123-ABC-456

Google contacts?

scope=readonly

“e redirect uri=https://helloworld.com/callback

state=xcoivjuywkdkhvusuye3kch

Resource owner

CONSENT

Hello World would like to:
Read all your contacts

: Are you ok with that?
NB! Token in URI Fragment! :
https://helloworld.com/callback# E
access token=<access token>& X
state=xcoivjuywkdkhvusuye3kch (& . | :l;ﬁjﬁf

ACCESS TOKEN  5uesesieeseieseseenenennenns, -




IIMPLICIT GRANT WEAKNESSES

 Token in URI prone to "Token Leakage"
- 3rd party JavaScripts

- Browser History

- Referrer Header

- Browser plugins

chrome.history.search({text: '', maxResults: 10}, function(data) A
data.forEach(function(page) {
console. log(page.url);

)

r);
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ITECHNOLOGY OVERVIEW - AUTHORIZATION CODE GRANT FLOW
CLIENT <helloworld.com> 6o e e e e ececccsseeeescsssssseeceecn e

GET https://accounts.google.com/o/oauth2/v2/auth

Send greetings to all your client _1d=123-ABC-456
Google contacts?
scope=openid readonly

“e redirect uri=https://helloworld.com/callback
state=xcoivjuywkdkhvusuye3kch 3!’:
Resource owner e
7 . |
yd * ;

grant type=authorization code

Hello World would like to:

client secret=<client secret> . :
é - - Response : JSON : . Read all your contacts
ACC@SS TOken ° Are you ok with that?

CONSENT

GET api.google;com/m D Token .

Authorization: Beérer <access / | Refresh token E
https://helloworld.com/callback# .
code=<code>& . HTTP 302
state=xcoivjuywkdkhvusuye3kch .

. . ¢ Redirect



ICONFIDENTIAL VS PUBLIC CLIENTS
o Core spec (2012) - https://tools.ietf.org/html/rfc6749#section-2.1

GitHubGist All gists  GitHub

2.1. Client Types

OAuth defines two client types, based on their ability to
authenticate securely with the authorization server (i.e., ability to
maintain the confidentiality of their client credentials):

confidential
Clients capable of maintaining the confidentiality of their
credentials (e.g., client implemented on a secure server with
restricted access to the client credentials), or capable of secure
client authentication using other means.

public
Clients incapable of maintaining the confidentiality of their
credentials (e.g., clients executing on the device used by the
resource owner, such as an installed native application or a web
browser-based application), and incapable of secure client
authentication via any other means.

Twitter for Android Sign-Up

Consumer key: RwYLhxGZpMQSWZENFVW
Consumer secret: JKBOYVGQC7IZ1IDE)CIGXIEXMSBNG) 2BANGQMCW) Lo
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PKCE
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code_challenge Hash method

= cryptographic hash of random string (43-128 chars) LT
(requires WebCrypto)

Persist code_challenge

Create Hash and compare

Random string in Plaintext
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ITECHNOLOGY OVERVIEW - AUTHORIZATION CODE GRANT FLOW + PKCE

CLIENT <helloworld.com>
GET https://accounts.google.com/o/oauth2/v2/auth

client 1d=123-AB(C-456

Send greetings to all your
Google contacts?

scope=openid readonly

Resource owner

AR

GET api.google.com/..

state=xcoivjuywkdkhvusuye3kch

4
/ g

POST https://www.googleapis.com/oauth2/v4/token

grant type=authorization code

Response: JSON

Access Token
ID Token
Refresh token

Authorization: Bearer <access

https://helloworld.com/callback#
code=<code>&
state=xcoivjuywkdkhvusuye3kch

_ 7 _ — — p—— . -

CONSENT

Hello World would like to:
Read all your contacts

Are you ok with that?

: Persist
code challenge

HTTP 302
Redirect




IDEMO: AUTH CODE GRANT + PKCE

#) AK IMTTP
o

& Authenticates E TOOLKIT

Resource Owner Authorization
Server

/ Validates

Delegates Access Issues Tokens

' ./ /

J s 6 Ut|I|zes— ~ Authorizes

Client Resource Server

CALLISTA



IBEST CURRENT PRACTICE - SECURITY CONSIDERATIONS

BB AUTH (YAHOO)

DIRECT
PASSWORD CGOOGLE AUTH OAUTH 1.0 OAUTH 2.0 OIDC 1.0 PKCE
SHARING SUB
ET. AL.
O O O O O O O
2005 2007 2010 2012 2013 2014 2015 2017 2019
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https://tools.ietf.org/html/rfc6749#section-10
https://tools.ietf.org/html/rfc6819
https://tools.ietf.org/html/rfc8252#section-8
https://tools.ietf.org/html/draft-ietf-oauth-security-topics-13
https://tools.ietf.org/html/draft-ietf-oauth-browser-based-apps-04#section-9
https://tools.ietf.org/html/draft-ietf-oauth-browser-based-apps-04#section-9

IBEST CURRENT PRACTICE (BCP) - GENERAL

e TLLS-end 2 end
e Don't DIY

o Enforce strict URL-redirection rules in Auth Server
o Always use CSRF mitigation techniques

e Verify JW'Ts

« Manage your tokens!
- POLP (Principle of Least Privilege)

- Lifespan/expiration time

Rotate Refresh TOk@IlS HTTPS://SKOLBANKEN.UNIKUM.NET/SKOLBANKEN/PLANERING/3678643542
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IBEST CURRENT PRACTICE - SPA

« Use PKCE
e Only use trusted 3rd party JavaScripts

- Control JavaScript execution via Content Security Policy

» No secure storage in browsers, keep tokens in transient memory

BB AUTH (YAHOO)

NiD

DIRECT . Mg
PASSWORD GOOGLE AUTH OAUTH 1.0 OAUTH 2.0 oIDC 1.0 PKCE I I
SHARING SUB
ET. AL.
O O O O O O O O O
2005 y4o0lolg 2010 2012 2013 2014 2015 2017 2019
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|SAME DOMAIN ARCHITECTURE FOR SPA

o e e e e oo +
 Use good old cookie(s) to authenticate Authorization
Server
» HTTP Only [ !
a +
» Secure | (A) | (B)
] | |
e If the SPA has a dedicated backend served from + v
the same origin (domain) as the SPA itself P >
Application (C) Resource
e Downsides Server Server
Cmmmm e +
o o e m e e oo + D oo e m e e oo oo +
- Backend has to proxy calls S .
- If the actual tokens should be associated with the orowser
R R . R COOK1e
cookie session state is introduced
+ V
Browser

HTTPS://TOOLS.IETF.ORG/HTML/DRAFT-IETF-OAUTH-BROWSER-BASED-APPS-04#SECTION-6.2
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INATIVE/MOBILE APPS

L i + (5) Authorization +--------------- +
Code
Client App = |--=---=-------ommo - > Token
N Endpoint
e + (6) Access Token,
A Refresh Token +--------------- +

(1) (4)

Authorizat-|| Authoriza- Custom uri scheme: myapp://auth/callback?..
ion Request tion Code

Vv

L i e + (2) Authorization +--------------- +

Request
Browser | -m-mmmmm e e oo - >| Authorization
N i Endpoint
oo - + | (3) Authorization
| Code oo +

e e e e e e e e e e e e e e e e +
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IBEST CURRENT PRACTICE - MOBILE/NATIVE CLIENTS

« Use PKCE

 Use "app claimed" verified https schemes for
redirect if possible

- 1OS Universal Links
- Android App Links

e Use the real external browser of the OS over
"native widget"

- Easier for user to determine if the request is

legit (URL, TLS)
- Don't share credentials with the app
- Can partake in web 5SSO
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JWRAP UP

Implicit Flow is viable in situations when only obtaining ID Tokens
(i.e response_type=id_token)

CALLISTA



JWRAP UP: ON THE HORIZON

e "Sender constrained" Tokens:

- "Level up" Bearer Tokens into "Holder of Key" tokens using cryptography

» OAuth 2.0 Token binding

» OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound Access
Tokens

- No wide support, still just a drafts...

e OAuth 2.1 (proposed)
e OAuth 3.0 (new WG TBD)
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IWRAP UP: BALANCED SECURITY MEASURES

Context Is King

CALLISTA


https://defence-blog.com/army/oman-to-acquire-k2-black-panther-tanks-from-south-korea.html
https://www.autoevolution.com/news/knight-xv-world-s-most-secure-suv-costs-310000-3286.html#agal_3
https://www.autoevolution.com/news/knight-xv-world-s-most-secure-suv-costs-310000-3286.html#agal_3
https://europe.autonews.com/blogs/renault-twizy-gets-new-life-korea-motorcycle-replacement
https://europe.autonews.com/blogs/renault-twizy-gets-new-life-korea-motorcycle-replacement
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THANK YOU!
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I QUESTIONS?

u. andreas.tell@callistaenterprise.se

in https://www.linkedin.com/in/andreastell/
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https://www.linkedin.com/in/andreastell/
mailto:andreas.tell@callistaenterprise.se

IREFERENCES

 OAuth 2 main spec: https://tools.1ietf.org/html/rfc6749

 OAuth 2.0 Threat Model and Security Considerations: https://tools.1etf.orqg/
html/rfc6819

 OAuth 2.0 for Native Apps: https://tools.1ietf.org/html/rfc8252

 OAuth 2.0 Security Best Current Practice: https://tools.ietf.org/html/draft-
letf-oauth-security—-topics—-13

 OAuth 2.0 for Browser—-Based Apps: https://tools.1ietf.org/html/draft-1etf-
oauth-browser—-based—-apps—04

« "OAuth2 in Action" - Manning (ISBN 9781617293276)

* OAuth 2.0 and OpenID Connect 1in plain English: https://www.youtube.com/
watch?v=99601exHze0&feature=youtu.be
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